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How Educators can Play a Role in Preventing Cyberbullying
We live in an increasingly connected, digital world.

99% of Canadian students are

able to access the Internet outside of school from a wide range of platforms and
devices, such as laptops, tablets, desktops, gaming consoles, and smart phones.
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Students are using their devices most often to go online for entertainment and for
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communicating with friends and family, as well as to seek out information such as
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news, current events and sports. Online activities are becoming increasingly social,
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Impact of being

with more students participating in social-media related activities as they get older.
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Most often, online social interactions are positive in nature, however, the Internet
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can potentially become a platform for bullying behaviour. This newsletter delves into
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the complexities of cyberbullying and explores the role that educators play in
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prevention, intervention, and supporting those involved in cyberbullying.
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What is Bullying?

Bullying is aggressive behaviour that occurs in a relationship in which there is a power imbalance. The combined use of
power and aggression should be considered the essence of the definition, and what distinguishes bullying from peer

What's Inside

aggression. A power imbalance can be based on factors such as size, strength, age, intelligence, peer group power
(popularity), economic status, social status, religion, ethnic origin, sexual orientation, family circumstances, gender,
Bullying is a Behaviour, not a

gender identity, gender expression, race, disability or the receipt of special education. Bullying is typically repeated. The
for a harm,
Personfear
person bullying knows that the behaviour is likelyLabel
to cause
or distress to the other person. This includes
The Difference between

1 Steeves, V. (2014). Young Canadians in a Wired World, Phase III: Life Online. Ottawa: Media Smarts. Available from http://mediasmarts.ca/sites/mediasmarts/files/pdfs/publication-report/full/YCWWIII_Life_Online_FullReport_2.pdf
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For the purpose of this article, cyberbullying is
aggressive behaviour perpetuated via electronic
means. Unlike other forms for bullying, cyberbullying
can occur and be accessed 24 hours a day, in all
settings, including spaces that were formerly safe
zones, like one’s home and one’s bedroom. In
cyberbullying, it is more likely for people to assume
multiple roles (i.e., person causing harm, person
harmed, person witnessing harm) than in traditional
bullying. Cyberbullying can be perpetrated by
someone known to the person targeted and may be
an extension of the bullying that is happening in
other contexts, or it may be perpetuated by a
physical, psychological, social or academic harm, harm to
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the person’s reputation, or harm to the person’s property.

What is Cyberbullying?
Bullying can take many direct and indirect forms, including

stranger. There are provisions in civil and criminal law
that address cyberbullying.

Prevalence of Cyberbullying

physical, verbal, social and electronic. Electronic bullying, often

There is a wide range of reported rates of

referred to as cyberbullying, is bullying using electronic means

cyberbullying. This is due in part to the variation in

such as texting and social media to threaten, harass, embarrass,

definitions of cyberbullying as well as the result of

socially exclude, or damage reputations and friendships. There

youth downplaying the seriousness of

is much debate as to whether cyberbullying should be viewed

cyberbullying, instead, viewing it as just joking,

as a distinct phenomenon, or as a form of bullying. This is in

pranking or kidding around. In a 2015 Canadian

part due to the complexity of identifying a power imbalance

study:

and intent to cause harm in the virtual context.

42%
60%
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It should be pointed out that the technology itself affords
greater power to the person who is aggressive because the
message can remain indefinitely and there is potentially a vast
audience who can access it. It is further complicated by the
notion of repetition, since an act of cyberbullying may only
occur once but the permanent nature and immediate
widespread distribution of the message can lead to repeated
exposure for the person harmed, as well as for the people who
witness it.
In cyberbullying, the lack of face-to-face contact and
nonverbal cues, the perceived sense of anonymity when

of youth reported experiencing
electronic bullying at least once
in the previous four weeks
of youth witnessed electronic
bullying in that timeframe
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Impact of Being Cyberbullied
There are unique aspects of cyberbullying that differ
from traditional bullying. For example, the sharing of
non-consensual images, can be witnessed by large

sending messages, as well as the reduced or absence of adult

numbers of people instantly, and can infiltrate all

supervision can lead to disinhibition on the part of the

aspects of a person’s life including home, school, work

perpetrator, resulting in aggressive online behaviour. In

and the community.

cyberspace, it is easy for a joke to go too far or a

As stated, cyberbullying can occur 24 hours a day, 7

misunderstanding to occur, and this makes it difficult to

days a week with no escape. Hurtful messages or

determine the intent of the person who sends the hurtful

images can last indefinitely due to the permanent

message.

nature of online posts. This potential for repeated

2 Ontario Ministry of Education. (2012). Policy, Program Memorandum No. 144. Available from http://www.edu.gov.on.ca/extra/eng/ppm/144.pdf
3 Promoting Relationships and Eliminating Violence (PREVNet). (n.d.) Electronic Bullying: Definition and Prevalence. Available from https://www.prevnet.ca/research/fact-sheets/electronic-bullying-definition-and-prevalence
4 Li, J., Craig, W., & Johnson, M. (2015). Young Canadians’ Experiences With Electronic Bullying. Available from http://mediasmarts.ca/sites/mediasmarts/files/publication-report/full/young-canadians-electronic-bullying.pdf
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exposure can create feelings of hopelessness amongst
people who are cyberbullied. The perceived anonymous
nature of cyberbullying can lead the person harmed to feel
heightened anxiety, unsure of who might know, who is
involved, and who should be feared. Those who are
cyberbullied may feel shame, guilt and embarrassment, may
retreat from or be pushed out of their social network, and as
a result, experience an intense sense of isolation, fear,
5

loneliness and despair. Like traditional bullying, there are also
negative outcomes for the people who witness cyberbullying
as well as for the people who perpetuate cyberbullying.

Role of the Witness
In traditional bullying, witnesses are present

90% of the

time and can often stop the bullying within 10 seconds if
6

they intervene. Although there is limited research on
peers intervening in online bullying, it is becoming more
understood that people who witness cyberbullying play an
important role in how the scenario plays out. They can
choose to be invisible, to join in and reinforce the person
bullying, or to revictimize the person being bullied by
sharing or forwarding the harmful content.
Witnesses can also choose to intervene by offering support
to the person being bullied, confronting the person
bullying, mediating between those involved, telling a
trusted adult, and reporting the incident to the service
provider. Many Canadian youth

(65%) who witness

cyberbullying do something about it, however, this helpful
approach can result in the witness experiencing retaliatory
7

As students mature and begin to use electronic
communication technology, effective cyberbullying
prevention requires a whole school approach with
collaboration among students, parents/guardians,
8

staff and the community. Cyberbullying prevention
should not be a one-time event that, in some
instances, has the potential to do more harm than
good. Cyberbullying prevention in schools needs to
be multi-layered, requiring substantial time,
commitment and resources. It involves digital
citizenship education, including understanding how
to use technology ethically, responsibly and safely to
connect and collaborate with others. It involves
providing clear and factual information on

cyberbullying. It is important for educators to recognize

cyberbullying, with concrete strategies that outline

the complexity of the role of the witness. Educators can

how to report and how to respond appropriately to

help witnesses view themselves as active participants in

cyberbullying.

the situation, and to consider which approaches they can
take that are best suited to the situation, being mindful of

Cyberbullying prevention fosters the development of

their own safety and the need to cause no further harm.

healthy relationships and promotes a safe, caring,
trusting and accepting environment where diversity

Prevention, Support &
Intervention
In order to prevent cyberbullying, we need to address the
culture in which it occurs. This is best accomplished when
built on a foundation of bullying prevention that students
have already experienced in their elementary school years.

in honoured. Restorative practice approaches help to
strengthen relationships by cultivating a sense of
community, as well as providing a framework to

9

maintain and restore community when needed.

Helping students develop relationship skills, such as
empathy and perspective-taking, requires explicit
teaching, practice, monitoring and support, in the
same way that educators support learners with

5 Promoting Relationships and Eliminating Violence (PREVNet). (n.d.) Cyberbullying. Available from https://www.prevnet.ca/bullying/cyber-bullying
6 Promoting Relationships and Eliminating Violence (PREVNet). (n.d.) 5 Things You Didn’t Know About Bullying. Available from https://www.prevnet.ca/research/bullying-statistics/5-things-you-didnt-know-about-bullying
7 Steeves, Valerie. (2014) Young Canadians in a Wired World, Phase III: Cyberbullying: Dealing with Online Meanness, Cruelty and Threats. MediaSmarts: Ottawa. Available from https://mediasmarts.ca/sites/mediasmarts/files/pdfs/publicationreport/full/YCWWIII_Cyberbullying_FullReport.pdf
8 Promoting Relationships and Eliminating Violence (PREVNet). (2014). Factsheet: Key Elements of a Whole School Approach to Prevent Bullying and Promote Healthy Relationships. Available from https://www.prevnet.ca/sites/prevnet.ca/files
/prevnet_facts_and_tools_for_schools.pdf#page=12
9 Restorative Practice Consortium. (2017). Foundations of Restorative Practice. Available from http://www.ddsb.ca/Students/SafeSchools/Pages/Restorative-Practice.aspx
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literacy and numeracy. This is even more relevant in an
online environment where non-verbal and emotional cues
are more difficult, if not impossible to read. A rightsrespecting approach to relationships that focuses on
human rights for children and youth, recognized in the
10
Convention on the Rights of the Child, can help students
to view all forms of bullying as a violation of the human
right to be safe, and can help empower students to stand
up for the rights of others.

REFLECTIVE QUESTIONS:
What does cyberbullying prevention look like in your
environment?
As an educator, how can you support someone who
discloses cyberbullying?
What are the mechanisms for students to report

A climate grounded in healthy relationships, in conjunction

various forms of bullying in your environment?

with effective policies that instill student confidence that

What are your legal obligations in your area relating

effective steps to stop cyberbullying will be implemented,

to reporting and responding to bullying?

help create the conditions where people feel safe disclosing
cyberbullying. When cyberbullying is disclosed, the situation
needs to be handled delicately by educators, as they seek to

How do you foster healthy relationships in your
environment?

determine the most suitable approach to limit further harm.
Educators should provide comfort and listen in an open and
non-judgmental manner, while recognizing that technology
is central to students’ social lives.
Educators have the responsibility to respond to all forms of
bullying, including cyberbullying, and to report it to the

Additional resources on
cyberbullying for educators
can be found at:

school principal, who then investigates and addresses it

TELUS Wise

using progressive discipline. When addressing bullying, it is
important to remember that bullying is a “relationship
problem that requires relationship solutions.” This involves
providing continued support to all those involved and by
putting developmentally appropriate interventions in place
that focus on building understanding, attitudes and skills
conducive to healthy relationships. PREVNet’s “Scaffolding:
11

Coaching Students Involved in Bullying” provides a wealth
of strategies to help equip educators in doing this work.

Stay connected with the latest resources and
news from PREVNet, visit:

PREVNET.CA/MAILING-LIST

W

CONNECT WITH US

10 Unicef Canada. (nd). About the Convention on the Rights of the Child. Available from https://www.unicef.ca/en/policy-advocacy-for-children/about-the-convention-on-the-rights-of-the-child
11 Promoting Relationships and Eliminating Violence (PREVNet). (2014). Factsheet: Scaffolding: Coaching Students Involved in Bullying. Available from https://www.prevnet.ca/sites/prevnet.ca/files/prevnet_facts_and_tools_for_schools.pdf#page=50

PROMOTING RELATIONSHIPS

4

